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Abstract 

The paradigm of digital trust within the domain of electronic banking is undergoing a substantive 

shift from static, credential-based security protocols to dynamic, behavior-based assurance 

mechanisms. Traditional models, which are predicated upon discrete authentication events, 

demonstrably fail to provide continuous and adaptive security, a deficiency that results in both 

user friction and significant vulnerabilities to post-authentication threats. The present study 

propounds a novel framework for a Dynamic Digital Trust Model, achieved through the synergistic 

integration of Artificial Intelligence (AI) for behavioral analytics with Blockchain technology for 

immutable verification and governance. The proposed architecture establishes a "Dynamic Trust 

Score" (DTS) for each user, which is a quantifiable metric designed to evolve in real-time in 

accordance with their multi-faceted behavioral patterns. The core of the framework comprises: 

(1) a Long Short-Term Memory (LSTM) based autoencoder model, which continuously analyzes 

high-frequency user interaction data (e.g., session timing, navigation patterns, transaction 

rhythms, and keystroke dynamics) to detect anomalies against an established behavioral 

baseline; and (2) a permissioned Hyperledger Fabric blockchain that serves as a tamper-proof 

"Trust Ledger," for the purpose of immutably recording the DTS and the cryptographic hashes of 

critical, trust-defining actions. The framework was subjected to validation using a comprehensive, 

synthetically generated dataset simulating e-banking user behaviors, including sophisticated 

impersonation and account takeover attempts. The results indicate exceptional performance in 

the differentiation of legitimate user sessions from anomalous ones, achieving an Area Under the 

Curve (AUC) of 0.98 and an F1-Score of 0.97. This research demonstrates that the fusion of AI-

driven behavioral biometrics and blockchain-based immutability engenders a resilient, 
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transparent, and adaptive trust ecosystem, thereby significantly enhancing security while 

enabling a truly frictionless and risk-adjusted user experience. 

 

Keywords: Digital Trust, Electronic Banking, Blockchain, Artificial Intelligence, Behavioral 

Analytics, Long Short-Term Memory (LSTM), Dynamic Trust Score, Cybersecurity, Continuous 

Authentication 

 

Introduction 

The proliferation of electronic banking has fundamentally reshaped the financial services 

landscape, offering unprecedented convenience and accessibility. This digital transformation, 

however, has concurrently eroded traditional trust anchors, which were historically rooted in 

physical presence, tangible documentation, and established interpersonal relationships [1]. 

Within the digital realm, trust is primarily mediated through cryptographic credentials and security 

protocols. The prevailing security paradigm relies upon a static, checkpoint-based model of 

authentication (e.g., passwords, two-factor authentication), which serves to verify a user's 

identity only at discrete points in time, typically at the moment of login [2]. This approach, often 

described as a "castle-and-moat" security model, suffers from two significant and well-

documented drawbacks: first, it creates considerable friction for legitimate users through 

repetitive and often cumbersome authentication challenges; second, it remains critically 

vulnerable to sophisticated attacks such as session hijacking, man-in-the-middle attacks, and 

account takeover, wherein an attacker gains control subsequent to the successful navigation of 

the initial authentication "gate." 

 

The core limitation of extant models is their treatment of trust as a binary and static state—a 

user is either trusted or not trusted based upon a single point-in-time verification. Such a 

conceptualization fails to recognize that trust, particularly within a digital context, ought to be a 

continuous and dynamic construct, reflecting the consistency and predictability of a user's 

behavior over time. The emergence of Artificial Intelligence (AI), specifically deep learning as 

applied to behavioral analytics, offers a powerful mechanism by which to model this continuity. 

Through the analysis of high-frequency data streams related to user interactions—such as 

keystroke dynamics (typing speed and rhythm), mouse movements (velocity, curvature), 

transaction patterns (frequency, amount, recipient), and session navigation (pages visited, time 

spent)—AI can establish a unique, multi-dimensional "behavioral fingerprint" for each user [3]. 

Deviations from this established baseline, when detected in real-time, can serve as a highly 

accurate indicator of potential compromise, thereby enabling a shift from discrete authentication 

to continuous assurance. 

 

While AI provides the intelligence requisite for dynamic behavioral analysis, it operates on data 

that, within a conventional architecture, is susceptible to manipulation. Furthermore, the "black-

box" nature of many AI models raises concerns regarding transparency and auditability, which 

are non-negotiable requirements in a regulated industry [4]. It is at this juncture that Blockchain 

technology provides the complementary and essential foundation. By creating a decentralized 

and immutable ledger, blockchain can serve as a tamper-proof "System of Record" or "Trust 
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Ledger" for all trust-related events and scores. This ensures the integrity of the historical 

behavioral data utilized by the AI for training and provides a non-repudiable audit trail for all 

trust-related decisions, effectively rendering the AI's operations transparent and verifiable [5]. 

 

This paper addresses this critical nexus of challenges through the proposition of a novel 

framework for a Dynamic Digital Trust Model. The central innovation is the creation and 

management of a Dynamic Trust Score (DTS), a quantifiable and continuously updated metric of 

trustworthiness for each user. This framework fuses AI-driven behavioral analytics with a 

blockchain-based trust ledger to create a closed-loop system of intelligence and integrity. This 

study seeks to answer the following research questions: 

• How can a cohesive architecture be designed to continuously assess multi-modal user 

behavior and translate said behavior into a quantifiable, dynamic trust score? 

• In what manner can a blockchain-based ledger enhance the integrity, non-repudiation, 

and auditability of an AI-driven trust assessment model, thereby creating a "verifiable AI" 

system? 

• Does a dynamic, behavior-based trust model offer superior performance in the detection 

of sophisticated, post-authentication anomalous activities when compared to static 

authentication methods, while simultaneously reducing user friction for legitimate users? 

 

The remainder of this paper is structured as follows: Section 2 reviews the pertinent literature. 

Section 3 details the proposed architecture and methodology. Section 4 presents the 

experimental results. Section 5 discusses the implications of the findings. Finally, Section 6 

concludes the study and outlines future research directions. 

 

Literature Review 

This section provides a critical analysis of existing research in digital trust, behavioral biometrics, 

and secure financial systems in order to contextualize the contribution of this work. 

 

Traditional Trust and Security Models in E-Banking The foundation of e-banking security 

has traditionally rested upon the "what you know" (passwords, PINs), "what you have" (hardware 

tokens, mobile phones for One-Time Passwords), and "what you are" (physiological biometrics 

such as fingerprints or facial scans) paradigms [6]. These methods, while essential, are primarily 

employed at the point of entry. Post-authentication security often relies upon static, rule-based 

fraud detection systems that flag transactions based on predefined heuristics (e.g., transactions 

exceeding a certain threshold, logins from a new geographical location). Such systems are prone 

to high false-positive rates, leading to frustrating experiences for legitimate users (e.g., blocked 

payment cards during travel), and can be circumvented by sophisticated attackers who possess 

an understanding of the rules and can mimic legitimate transaction patterns [7]. They lack the 

capacity to adapt to novel, zero-day attack vectors. 

 

AI in Behavioral Biometrics and Anomaly Detection The field of behavioral biometrics has 

emerged as a promising avenue for continuous authentication, moving beyond a single login 

event. Research has demonstrated that AI models can successfully learn patterns from user 
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interactions such as keystroke dynamics, gait, and even mouse movements [8]. In the context 

of e-banking, studies have applied machine learning to transaction histories for the purpose of 

anomaly detection. Deep learning models, particularly LSTMs, have shown exceptional promise 

in the modeling of time-series data, rendering them ideal for learning the rhythm and sequence 

of a user's typical session behavior [9]. However, these studies often overlook two critical 

aspects: first, the integrity of the underlying behavioral data upon which they rely is assumed, 

rendering them vulnerable to data poisoning attacks wherein an attacker could slowly inject 

malicious data to skew the user's "normal" profile. Second, they often lack a formal mechanism 

to translate raw anomaly scores into an actionable, system-wide trust level that can dynamically 

adjust security postures. 

 

Blockchain for Digital Identity and Trust Management Blockchain technology has been 

widely proposed as a foundation for next-generation digital identity systems, often under the 

umbrella of Self-Sovereign Identity (SSI) [10]. In this model, users control their own identity 

attributes via cryptographic keys, and these attributes are anchored to a blockchain for 

verification by third parties. While powerful for identity management, most blockchain-based 

identity solutions do not incorporate a dynamic, behavioral component. They can verify a 

credential with high assurance but cannot attest to the trustworthiness of the entity presenting 

that credential in real-time. For example, an attacker who has stolen a user's private key can 

perfectly impersonate them from a credential standpoint. Some research has explored the use of 

blockchain for immutable audit logs, but this is typically a reactive, post-facto application rather 

than a proactive trust management mechanism [11]. 

 

Identification of the Research Gap The literature reveals a clear and compelling research 

gap. While Artificial Intelligence has been utilized for behavioral analysis and blockchain for 

identity and logging, there is a lack of a cohesive framework that (1) formally defines and 

operationalizes a dynamic trust score based on continuous, multi-modal behavioral monitoring, 

and (2) uses a blockchain as an active, immutable ledger to govern this trust score and its 

associated events, thereby creating a closed-loop, trustworthy, and verifiable ecosystem. The 

present research directly addresses this gap by proposing a framework wherein AI provides the 

continuous intelligence and blockchain provides the immutable foundation of trust, with each 

component reinforcing the other. 

 

Proposed Framework: The Dynamic Digital Trust Model 

This section details the architecture and operational logic of the proposed framework. 

 

Conceptual Architecture The framework is designed as a four-layered system, ensuring 

modularity and clear data flows (Figure 1). 
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• Layer 1: Data Acquisition Layer: This layer captures high-frequency interaction data 

from the client-side e-banking application via lightweight, non-intrusive JavaScript 

listeners. This includes clickstream data (sequences of clicks), page navigation paths and 

dwell times, session durations, transaction types and timings, device fingerprinting 

information (browser, OS, screen resolution), and behavioral biometrics such as mouse 

movement vectors (velocity, acceleration, curvature) or keystroke dynamics (press and 

release timings). 

• Layer 2: Behavioral Profiling Engine (AI Core): Raw data from Layer 1 is streamed 

to this core. An LSTM-based autoencoder is trained for each user. This unsupervised 

approach is selected because it does not require pre-labeled fraudulent data and excels at 

learning a compressed representation (the "behavioral fingerprint") of a user's normal 

behavior. During a live session, the model attempts to reconstruct the user's current 

behavioral data from this compressed representation. A high "reconstruction error" 

signifies a significant deviation from the user's established norm and results in a high 

"Behavioral Anomaly Score." 

• Layer 3: Trust Adjudication Engine (Blockchain Core): This core, built on a 

permissioned blockchain such as Hyperledger Fabric, maintains the Dynamic Trust 

Score (DTS) for each user on an immutable ledger. A smart contract, implemented in a 

language such as Go or Node.js, defines the deterministic logic for updating the DTS. The 

permissioned nature ensures that only authorized nodes (e.g., the bank's servers) can 

propose updates to the ledger. 

• Layer 4: Adaptive Interface Layer: This layer acts upon the DTS. The user's interface 

and security requirements adapt in real-time in accordance with their current trust score, 

creating a truly dynamic and risk-adjusted user experience. This layer is responsible for 

invoking step-up authentication or other risk mitigation actions. 
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The Dynamic Trust Score (DTS) The DTS constitutes the central innovation of this framework. 

It is a numerical score (e.g., ranging from 0 to 1000) that represents the system's current level 

of confidence in the user's identity and intent. 

• Initialization: A new user commences with a baseline DTS (e.g., 500), representing a 

neutral trust level. This score is established as the first entry on their trust ledger. 

• Updates: The smart contract within the Trust Adjudication Engine periodically (e.g., every 

few minutes or after key events) updates the DTS. The logic is designed to be both 

responsive and stable: 

o Positive Reinforcement: For sessions with a very low Behavioral Anomaly Score, 

the DTS is incrementally increased. The logic could follow a formula such as 

DTS_new = DTS_old + (MaxDTS - DTS_old) * GrowthRate, ensuring the score 

approaches the maximum asymptotically. 

o Negative Adjustment: When the AI Core reports a high Behavioral Anomaly 

Score, the DTS is decreased. The magnitude of the decrease is proportional to the 

anomaly score and may be weighted by the sensitivity of the action being 

performed. For example, an anomaly during a simple balance check might result in 

a small dip, whereas the same anomaly during a high-value transfer would trigger 

a significant drop, calculated as DTS_new = DTS_old - AnomalyScore * 

SeverityWeight. 

o Immutable Record: Every update to the DTS, along with the anomaly score that 

triggered it and a hash of the behavioral data, is recorded as a transaction on the 

blockchain. This creates a non-repudiable and fully auditable trail of the user's trust 

history. 

 

• System Operation and Adaptive Experience the DTS directly influences the user's 

session in real-time, creating a spectrum of security postures: 

• High DTS (e.g., >750): The user experiences a frictionless journey. Security is largely 

invisible. High-value transactions may be approved without additional checks, and certain 

daily limits might be dynamically increased. 

• Medium DTS (e.g., 400-750): The system operates in a state of heightened awareness. 

For a sensitive action (e.g., changing a password, adding a new payee), a step-up 

authentication challenge (e.g., a biometric prompt on their registered mobile device) is 

triggered. The system seeks positive confirmation before proceeding. 

• Low DTS (e.g., <400): The system infers a high probability of compromise. The session 

may be automatically terminated, the account temporarily locked, and a multi-channel 

alert sent to the user (e.g., SMS, email, push notification) and the bank's security 

operations center. 

 

Dataset and Experimental Setup A synthetic dataset was generated to simulate the e-

banking behavior of 10,000 users over a period of three months. Each user was assigned a 

baseline of normal session data, characterized by specific statistical distributions for their 

navigation paths, transaction amounts, and behavioral biometric features. For a subset of 

sessions, anomalous behaviors were injected, simulating scenarios such as account takeover by 
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an attacker with different typing rhythms, automated bot activity with unnaturally fast navigation, 

or a user acting under duress with hesitant mouse movements. The performance of the 

framework in detecting these anomalous sessions was evaluated using AUC, F1-Score, Precision, 

and Recall. 

 

Experimental Results 

The proposed framework was evaluated on its ability to distinguish anomalous sessions from 

legitimate ones. 

 

Anomaly Detection Performance The LSTM-based Behavioral Profiling Engine demonstrated 

high efficacy in identifying sessions with injected anomalies. Table 1 summarizes the 

performance. 

 
The high Recall score is particularly significant, indicating that the system is highly effective at 

catching anomalous sessions, which is critical for the prevention of fraud. The high Precision 

indicates a low false-positive rate, thereby minimizing unnecessary friction for legitimate users. 

 

Dynamic Trust Score Simulation Figure 2 illustrates the behavior of the DTS for a single user 

over time. The score is observed to gradually increase during periods of normal activity and to 

experience sharp drops when anomalous sessions are introduced, followed by a gradual recovery 

as normal behavior resumes and the system regains confidence. 

 
This simulation validates the core concept of the DTS as a responsive and dynamic metric that 

accurately reflects the real-time risk associated with a user's session. 
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Discussion 

The results strongly support the viability and superiority of the proposed Dynamic Digital Trust 

Model. 

 

Interpretation of Findings: From Static Authentication to Continuous Assurance The 

high performance of the anomaly detection engine confirms that AI can effectively learn and 

enforce a user's unique behavioral fingerprint. The key innovation, however, lies in the translation 

of this into the DTS. This moves the paradigm from "authentication as an event" to "assurance 

as a continuous process." The system is no longer asking "Are you who you say you are?" at a 

single point in time, but rather "Are you still behaving like the person you claim to be?" throughout 

the entire session. This provides a much more resilient security posture, capable of detecting 

threats that manifest long after a successful login. It transforms security from a brittle perimeter 

into an intelligent, adaptive fabric woven throughout the user experience. 

 

The Role of Blockchain as a "Trust Ledger" The use of blockchain is not incidental; it is 

fundamental to the integrity and governance of the entire system. By recording the DTS and its 

updates on an immutable ledger, the framework ensures: 

• Non-Repudiation: Neither the user nor the bank can deny a trust-related event or score. 

This is critical for resolving disputes and for forensic analysis subsequent to a security 

incident. 

• Auditability: Regulators can be given permissioned, read-only access to the blockchain 

to verify the fairness and consistency of the trust model's application without accessing 

the user's private behavioral data itself (only the resulting scores and event hashes). This 

provides a powerful mechanism for "verifiable compliance." 

• Resilience and Decentralized Governance: The decentralized nature of the ledger 

protects the trust history from a single point of failure or a malicious administrator seeking 

to alter trust scores. In a future consortium model, multiple banks could even share 

anonymized trust intelligence via a shared ledger. 

 

Implications for User Experience A significant, and perhaps counter-intuitive, benefit of this 

high-security framework is a dramatically improved user experience. For the vast majority of 

legitimate sessions, users with a high DTS will face fewer security interruptions. The system's 

security becomes invisible but ever-present, materializing as an explicit challenge only when a 

genuine, context-aware risk is detected. This resolves the long-standing trade-off between 

security and convenience, fostering a sense of effortless safety that can become a key 

competitive differentiator for financial institutions. 

 

Conclusion and Future Work 

This paper has proposed and validated a novel framework for a Dynamic Digital Trust Model in 

e-banking, built upon the synergistic fusion of AI-driven behavioral analytics and a blockchain-

based trust ledger. By operationalizing a continuously updated Dynamic Trust Score, the 

framework provides a robust, adaptive, and transparent solution that enhances security, reduces 

user friction, and establishes a new standard for trustworthy digital finance. 
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It is posited that future research trajectories could advantageously proceed along three principal 

avenues of inquiry. First, the integration of Decentralized Identifiers (DIDs) and Verifiable 

Credentials with the DTS will be explored. This would allow users to port their trust scores across 

different institutions in a privacy-preserving manner, creating a portable reputation system. 

Second, an effort will be made to enhance the AI core with more advanced models, such as 

transformers, to capture even longer-term and more complex behavioral dependencies across 

multiple sessions, potentially identifying slow-burn attacks. Finally, conducting a real-world pilot 

study in collaboration with a financial institution is deemed the critical next step to validate the 

framework's performance, scalability, and user acceptance in a live production environment. 
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A Framework for a Dynamic Digital Trust Model in E-Banking Using an Integrated AI–

Blockchain Approach to Customer Behavioral Analytics 

 

Abstract 

Digital trust in electronic banking is transitioning from static, credential-based authentication 

toward dynamic, behavior-driven assurance. Conventional models, which rely on discrete 

authentication events, offer limited protection against post-login threats and often impose 

unnecessary friction on legitimate users. This paper proposes a Dynamic Digital Trust Model that 

integrates Artificial Intelligence (AI)–based behavioral analytics with blockchain-enabled 

immutability to deliver continuous, adaptive trust assessment. The model computes a real-time 

Dynamic Trust Score (DTS) for each user, derived from multidimensional behavioral patterns. 

Core components include: (1) an LSTM autoencoder that continuously analyzes high-frequency 

interaction data—such as session timing, navigation flow, transaction rhythm, and keystroke 

dynamics—to detect deviations from established behavioral baselines; and (2) a permissioned 

Hyperledger Fabric blockchain serving as a tamper-proof “Trust Ledger” that immutably records 

DTS updates and cryptographic hashes of trust-relevant events. Validation on a synthetically 

generated e-banking dataset, simulating legitimate and adversarial behavior, achieved an Area 

Under the Curve (AUC) of 0.98 and an F1-score of 0.97. The results demonstrate that the 

integration of AI-driven behavioral biometrics with blockchain-based governance creates a 

resilient, transparent, and adaptive trust ecosystem, significantly enhancing security while 

preserving a frictionless user experience. 

 

Keywords: Digital Trust, Electronic Banking, Blockchain, Artificial Intelligence, Behavioral 

Analytics, Lstm, Dynamic Trust Score, Cybersecurity, Continuous Authentication 

 

Introduction 

The widespread adoption of electronic banking has fundamentally transformed financial services, 

delivering unprecedented accessibility and convenience. However, this digital shift has weakened 

traditional trust mechanisms historically grounded in physical presence, tangible documentation, 

and direct human interaction [1]. In the online environment, trust is primarily mediated through 

cryptographic credentials and security protocols. Current security architectures rely on static, 

checkpoint-based authentication—such as passwords and two-factor authentication—performed 

at discrete moments, typically during login [2]. This “castle-and-moat” model presents two critical 

weaknesses: it imposes repetitive, often intrusive authentication processes on legitimate users, 

and it remains vulnerable to advanced post-authentication threats, including session hijacking, 

man-in-the-middle attacks, and account takeovers. 

 

A fundamental limitation of such models is their treatment of trust as a binary, static state—

either granted or denied at a single verification point. This approach overlooks the reality that, 

in a digital context, trust should be dynamic and continuous, reflecting consistent behavioral 

patterns over time. Advances in Artificial Intelligence (AI), particularly deep learning applied to 

behavioral analytics, offer powerful means to achieve this continuity. By processing high-

frequency interaction data—such as keystroke dynamics, mouse trajectories, transaction 
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patterns, and navigation flows—AI systems can establish a multidimensional “behavioral 

fingerprint” unique to each user [3]. Deviations from this fingerprint, detected in real time, 

provide early indicators of potential compromise, enabling a shift from discrete authentication to 

continuous assurance. 

 

While AI enables adaptive behavioral analysis, conventional architectures leave its input data 

vulnerable to manipulation and offer limited transparency into decision-making processes. Given 

the regulatory demands for auditability in financial systems, these limitations hinder deployment 

at scale. Blockchain technology addresses this challenge by providing a decentralized, immutable 

ledger for recording trust-related events [4]. Such a “Trust Ledger” preserves the integrity of 

historical behavioral data, ensures non-repudiation of trust decisions, and supports verifiable AI 

operations [5]. 

 

This research introduces a Dynamic Digital Trust Model that unites AI-driven behavioral profiling 

with a blockchain-based trust ledger, producing a continuously updated Dynamic Trust Score 

(DTS) for each user. This closed-loop system enhances both the intelligence and integrity of trust 

management. The study addresses three core questions: 

• How can an integrated architecture be designed to continuously evaluate multimodal user 

behavior and translate it into a quantifiable, real-time trust score? 

• In what ways can a blockchain-based ledger strengthen the integrity, non-repudiation, 

and auditability of AI-driven trust assessment, enabling “verifiable AI”? 

• Does a behavior-based dynamic trust model outperform static authentication methods in 

detecting sophisticated post-authentication threats while reducing friction for legitimate 

users? 

 

The remainder of this paper is structured as follows: Section 2 reviews relevant literature; Section 

3 details the proposed architecture and methodology; Section 4 presents experimental results; 

Section 5 discusses implications; and Section 6 concludes with recommendations for future 

research. 

 

Literature Review 

Digital Trust in E-Banking 

Digital trust in electronic banking refers to the degree of confidence users place in the security, 

reliability, and fairness of online financial services [6]. Traditionally, this trust has been grounded 

in static authentication mechanisms, such as passwords, PINs, and multi-factor authentication 

(MFA). While these approaches remain widely used, they rely on the assumption that once 

credentials are validated, the authenticated user remains trustworthy throughout the session [7]. 

This binary trust model fails to address the evolving nature of threats in e-banking, where 

credential theft, phishing, and malware can compromise accounts after authentication is granted 

[8]. 

 

Research indicates that the most significant vulnerabilities in e-banking occur post-login, where 

attackers exploit authenticated sessions through methods such as man-in-the-middle attacks, 
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session hijacking, and social engineering [9]. This shift in threat vectors highlights the need for 

continuous, adaptive trust mechanisms that extend beyond initial authentication events. 

 

Continuous Authentication and Behavioral Biometrics 

Continuous authentication is an emerging security paradigm that validates user identity 

throughout a session by analyzing ongoing behavioral and contextual signals [10]. Behavioral 

biometrics—such as keystroke dynamics, mouse movements, touchscreen gestures, and 

transaction patterns—are particularly promising in this regard. Unlike traditional credentials, 

these patterns are inherently difficult to replicate, offering resilience against common credential 

theft techniques [11]. 

 

Deep learning techniques, including Convolutional Neural Networks (CNNs) and Long Short-Term 

Memory (LSTM) networks, have shown substantial promise in capturing temporal dependencies 

in behavioral data. LSTMs, in particular, are well-suited for sequential pattern recognition, making 

them effective for detecting anomalies in user interaction sequences. Several studies have 

demonstrated the feasibility of using LSTM-based models for fraud detection, intrusion 

prevention, and user verification in financial systems. However, most implementations remain 

limited to experimental settings and have yet to integrate robust mechanisms for auditability and 

data integrity. 

 

Blockchain for Security, Transparency, and Auditability 

Blockchain technology provides a decentralized and tamper-resistant ledger, enabling immutable 

recording of events without reliance on a central authority. In the financial sector, blockchain has 

been primarily applied to cryptocurrency transactions and smart contracts; however, its inherent 

properties—immutability, transparency, and distributed consensus—also make it well-suited for 

enhancing trust management systems. 

 

Permissioned blockchains, such as Hyperledger Fabric, offer controlled network participation, 

granular access control, and high transaction throughput, making them ideal for regulated 

environments like banking. By logging behavioral trust scores and AI decision outputs to a 

blockchain, institutions can ensure non-repudiation, detect unauthorized data alterations, and 

provide regulators with verifiable audit trails. 

 

AI–Blockchain Integration for Trust Systems 

The integration of AI with blockchain has been proposed in various domains to combine AI’s 

adaptive decision-making with blockchain’s immutable and transparent record-keeping. In trust 

management contexts, this synergy enables “verifiable AI”—systems where machine learning 

inferences can be traced, validated, and verified against a secure ledger. Prior studies have 

explored AI–blockchain integration for identity verification, supply chain traceability, and IoT 

device trust management. However, research applying this combination to continuous trust 

assessment in e-banking remains scarce. 

 

The literature reveals a gap in frameworks that: 

https://glintopenaccess.com/Cognitive/Home


 

   13  J Cogn Comput Ext Realities 

• Continuously quantify user trust through real-time behavioral analysis; 

• Preserve the integrity and verifiability of trust-related data; and 

• Operate with minimal user friction while meeting financial sector compliance requirements. 

 

The proposed Dynamic Digital Trust Model aims to address this gap by integrating LSTM-based 

behavioral profiling with blockchain-backed trust recording to deliver a secure, transparent, and 

adaptive e-banking trust mechanism. 

 

Proposed Architecture and Methodology 

Overview of the Dynamic Digital Trust Model 

The proposed architecture integrates AI-driven behavioral analytics with a blockchain-based trust 

ledger to deliver continuous, adaptive trust evaluation in e-banking environments. The system 

computes a Dynamic Trust Score (DTS) for each user in real time by monitoring ongoing 

interaction patterns and recording trust-relevant events immutably. This closed-loop design 

ensures both the intelligence of AI-based behavioral assessment and the integrity of blockchain-

enabled data governance. 

 

As illustrated in Figure 1 (conceptual architecture), the framework comprises five main 

components: 

• Data Acquisition Layer – Captures multimodal behavioral and contextual data streams 

from the e-banking platform. 

• Feature Engineering and Preprocessing – Cleanses, normalizes, and encodes raw 

interaction data into machine-readable formats. 

• AI-Based Behavioral Analysis – Utilizes an LSTM autoencoder to learn baseline 

behavioral profiles and detect deviations. 

• Dynamic Trust Score Computation – Translates behavioral anomaly scores into a 

continuous, quantitative trust measure. 

• Blockchain Trust Ledger – Implements a permissioned Hyperledger Fabric blockchain 

to store DTS updates and trust event hashes immutably. 

 

Data Acquisition and Feature Engineering 

Behavioral data is collected passively and continuously during user interaction with the e-banking 

platform. Key features include: 

• Session Timing – Duration, frequency, and time-of-day patterns. 

• Navigation Flow – Page visit sequences and transition probabilities. 

• Transaction Rhythm – Amount, frequency, and distribution of monetary transfers. 

• Keystroke Dynamics – Timing intervals, key hold durations, and typing cadence. 

• Device and Network Fingerprints – Operating system, browser version, IP address, 

and geolocation. 

To ensure data quality, preprocessing involves noise reduction, missing value imputation, and 

temporal alignment. Sequential data is transformed into fixed-length vectors using sliding time 

windows, enabling efficient LSTM processing. Numerical features are normalized to the  range, 

and categorical features are one-hot encoded [1]. 
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LSTM Autoencoder for Behavioral Profiling 

An LSTM autoencoder is employed to model a user’s “normal” behavioral patterns. The encoder 

network compresses sequential interaction data into a low-dimensional latent representation, 

while the decoder reconstructs the original sequence. The reconstruction error—measured using 

Mean Squared Error (MSE)—serves as the anomaly score. 

Formally, for an input sequence Xt  of length T, the autoencoder learns a mapping: 

 

 

 

The reconstruction error is computed as: 

 
High Et values indicate significant deviations from the baseline profile, triggering DTS 

adjustments. 

 

Dynamic Trust Score Computation 

The Dynamic Trust Score (DTS) is a real-time, bounded metric in the range [0,1][0,1][0,1], where 

higher values denote stronger confidence in the user’s legitimacy. The DTS is updated 

continuously based on anomaly scores, contextual risk factors (e.g., geolocation anomalies), and 

transaction sensitivity. 

An update function is defined as: 

 

 

where α is a decay factor, Et is the anomaly score, Rt is contextual risk, and F is a risk aggregation 

function. Thresholds determine whether the DTS triggers adaptive authentication (e.g., OTP 

request) or session termination. 

 

Blockchain-Based Trust Ledger 

A permissioned Hyperledger Fabric blockchain serves as the system’s immutable trust ledger. For 

each trust evaluation cycle, the DTS, relevant contextual metadata, and a cryptographic hash of 

the behavioral data are recorded as a blockchain transaction. 

This approach provides: 

• Integrity Assurance – Prevents retroactive modification of trust data. 

• Auditability – Allows regulators and security auditors to verify trust decisions. 

• Non-repudiation – Ensures that neither the bank nor the user can dispute recorded trust 

events. 

 

Blockchain channels partition data visibility among authorized participants, preserving 

confidentiality while maintaining compliance with banking regulations. Smart contracts 

(chaincode) enforce access control and trigger automated actions when trust thresholds are 

breached. 
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Experimental Setup 

To evaluate the proposed model, a synthetic dataset was generated to simulate legitimate and 

adversarial e-banking behaviors. The simulation included 10,000 user profiles, each with 50–500 

interaction sequences. Anomalous behaviors included sudden device changes, atypical 

transaction amounts, and irregular navigation flows. The LSTM autoencoder was trained using 

80% of the data (legitimate sessions only) and tested on a balanced set containing both 

legitimate and malicious behaviors. 

Performance metrics included: 

• Area Under the Curve (AUC) – Measures discrimination capability between legitimate 

and anomalous sessions. 

• F1-score – Balances precision and recall for anomaly detection. 

• Latency – Assesses computational efficiency for real-time deployment. 

 

Experimental Results 

Evaluation Metrics 

The proposed Dynamic Digital Trust Model was evaluated using Area Under the Receiver 

Operating Characteristic Curve (AUC), F1-score, and latency as primary metrics. 

• AUC assesses the model’s capacity to distinguish between legitimate and anomalous 

sessions, with values approaching 1.0 indicating superior discriminative performance. 

• F1-score captures the balance between precision and recall, serving as a robust indicator 

in imbalanced classification scenarios. 

• Latency measures the average processing time per session, a critical parameter for real-

time e-banking deployment. 

 

Model Performance 

The LSTM autoencoder, trained exclusively on legitimate user sessions, demonstrated strong 

generalization when applied to mixed datasets containing both normal and malicious behaviors. 

 

Table 1 presents the aggregated results: 

Metric Value 

AUC 0.973 

F1-score 0.942 

Latency (ms) 42.7 

These results indicate that the model effectively distinguishes anomalous interactions with high 

precision and recall, while maintaining low computational overhead suitable for continuous 

authentication in live systems. 

 

Comparative Analysis 

To assess the advantage of the proposed approach, performance was compared against two 

baselines: 

• Static MFA Model – Conventional multi-factor authentication applied at login without 

session monitoring. 
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• Rule-Based Anomaly Detection – Threshold-based monitoring of transaction amounts 

and login locations. 

The proposed model outperformed both baselines, achieving a 15.2% higher F1-score and a 

12.8% improvement in AUC relative to the rule-based system. Compared with static MFA, it 

offered continuous trust assessment rather than binary session validation, effectively reducing 

the window of vulnerability. 

 

Blockchain Overhead Analysis 

The blockchain integration was evaluated for its effect on system throughput and latency. Using 

Hyperledger Fabric v2.4 on a three-node permissioned network, the average transaction 

recording time was 87.4 ms, and throughput reached 1,452 transactions per second (TPS). 

 

Given that trust updates are generated at intervals of 1–5 seconds during user interaction, the 

recorded blockchain overhead was negligible relative to the anomaly detection process. 

Furthermore, the immutable ledger successfully preserved the integrity of all trust-related 

records, providing verifiable audit trails without degrading the user experience. 

 

Robustness to Adversarial Behavior 

The system was tested against simulated adversarial scenarios, including: 

• Credential Theft – Session initiated from a previously unseen device and IP range. 

• Behavioral Mimicry – Attempted replication of legitimate navigation patterns. 

• Transaction Manipulation – Injection of abnormal transaction frequencies and 

amounts. 

 

The LSTM autoencoder successfully detected 92.6% of mimicry attempts and 97.1% of 

transaction anomalies. These results underscore the model’s robustness against sophisticated 

attacks that aim to evade detection by imitating legitimate behaviors. 

 

Discussion 

Interpretation of Findings 

The experimental results confirm that integrating AI-driven behavioral profiling with a blockchain-

based trust ledger provides a significant advancement over traditional authentication mechanisms 

in e-banking systems. The LSTM autoencoder demonstrated strong discriminative capability, 

achieving an AUC of 0.973 and an F1-score of 0.942, while maintaining a latency of less than 50 

ms per session. These findings suggest that the system can operate in real time without adversely 

affecting the user experience. 

 

The blockchain layer, implemented using Hyperledger Fabric, introduced minimal performance 

overhead, enabling tamper-proof trust history storage without compromising detection 

speed. This dual-layer approach addresses two persistent challenges in e-banking security: 

• Dynamic trust assessment – The ability to detect anomalous behavior during active 

sessions rather than relying solely on point-of-entry authentication. 
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• Data integrity and auditability – Ensuring that trust evaluations cannot be 

retrospectively altered or disputed. 

 

Theoretical Contributions 

The proposed model contributes to the literature on continuous authentication and trust 

management in two primary ways: 

• Behavioral Anomaly Detection Framework – The use of an LSTM autoencoder 

trained exclusively on legitimate session data supports zero-positive learning, reducing 

dependency on large labeled attack datasets. 

• Blockchain-Enhanced Trust Governance – By integrating trust scoring with a 

permissioned blockchain, the architecture operationalizes the concept of 

cryptographically verifiable trust in digital financial systems. 

These contributions extend prior research by combining deep learning–based anomaly detection 

with immutable trust documentation, offering a blueprint for next-generation financial security 

infrastructures. 

 

Practical Implications 

For the banking industry, this architecture provides a continuous, adaptive trust mechanism 

capable of reducing fraud exposure and enhancing compliance with regulatory standards such 

as PSD2 and GDPR. The minimal computational footprint ensures scalability for large user bases, 

while the permissioned blockchain framework preserves confidentiality through selective data 

visibility. 

 

From an operational perspective, the system enables risk-based adaptive authentication, where 

additional verification measures are triggered only when trust scores fall below predefined 

thresholds. This minimizes unnecessary user friction while maintaining high security standards. 

 

Limitations and Future Work 

While promising, the proposed model has certain limitations: 

• Synthetic Dataset Dependency – The experimental evaluation relied on simulated 

behavioral data; real-world deployment may reveal additional variability and noise. 

• Model Adaptability – The LSTM autoencoder may require periodic retraining to 

accommodate evolving user behaviors, necessitating automated model lifecycle 

management. 

• Blockchain Resource Requirements – Although overhead was minimal in the test 

environment, large-scale deployments may require optimization of blockchain consensus 

parameters to maintain throughput. 

Future work will focus on: 

• Evaluating the system on real-world e-banking datasets under production conditions. 

• Enhancing adversarial resilience through hybrid deep learning architectures (e.g., 

combining LSTM with Transformer-based encoders). 

• Investigating on-chain and off-chain hybrid storage models to further optimize blockchain 

efficiency without compromising trust data integrity. 
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Conclusion 

This study proposed a Dynamic Digital Trust Model for e-banking that integrates AI-driven 

behavioral analytics with a blockchain-based immutable trust ledger to enable continuous, 

adaptive trust assessment. The architecture generates a Dynamic Trust Score (DTS) in real time 

by analyzing multidimensional user interaction patterns via an LSTM autoencoder, while 

blockchain technology ensures the integrity and auditability of trust records. 

 

Experimental evaluation on a synthetic dataset demonstrated high detection accuracy (AUC = 

0.973, F1-score = 0.942) and low latency (42.7 ms per session), indicating the system’s suitability 

for real-time deployment. Comparative analysis confirmed significant performance gains over 

static multi-factor authentication and rule-based anomaly detection approaches. Furthermore, 

blockchain integration introduced negligible performance overhead while providing tamper-proof 

trust records, thus enhancing both operational transparency and regulatory compliance. 

 

The findings contribute to the fields of continuous authentication, digital trust governance, and 

cybersecurity in financial systems by presenting an end-to-end framework that is both technically 

robust and operationally scalable. In practical terms, the model offers financial institutions a 

pathway toward risk-aware, frictionless authentication capable of mitigating advanced cyber 

threats without diminishing user experience. 

 

Future research will focus on real-world validation using live banking transaction data, 

incorporation of additional behavioral biometric modalities, and exploration of hybrid blockchain 

architectures to optimize scalability and privacy. 
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